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Summary

Operational PMO guidance for agencies acquiring Al / generative-Al cloud services within the existing FedRAMP
authorisation framework. Key operational themes that recur across the published surface: (1) Al cloud services
that process federal data require a FedRAMP ATO (Low / Moderate / High baseline) per the standard FedRAMP
scope; (2) GenAl-specific control tailoring — agencies + JAB consider model-specific risks (training-data exposure,
prompt-injection, output disclosure) when scoping the SSP + selecting NIST SP 800-53 control overlays; (3)
cross-walk to OMB M-24-10 minimum practices for safety- + rights-impacting Al (M-24-10 since rescinded +
replaced by OMB M-25-21, Apr. 2025); (4) supply-chain risk-management considerations for model + dataset
provenance; (5) agency authorising-official discretion remains the operative gate — FedRAMP authorisation
enables but does not by itself approve a specific Al use case (OMB governance applies separately; M-24-10 has
since been rescinded + replaced by M-25-21). Editorial note: limited public detail on this row reflects the PMO's
web-page-plus-memo distribution pattern; a consolidated GenAl baseline document is the natural next milestone
and would refresh this row.

At aglance

Adopted Effective

2024-01-01 2024-01-01

Status Primary source

in force FedRAMP Program Management Office, Al / Gen-

erative-Al cloud procurement guidance (2024); op-
erational guidance distributed across fedramp.gov
landing + PMO memos under 44 U.S.C. 83607 statu-
tory authority. See fedramp.gov for the current con-
solidated state.
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